Name: __________________________________________________
Unit 3 Study Guide

1. Define what a vulnerability is in digital systems.
2. Name the database that tracks known software and hardware vulnerabilities.
3. What does the acronym CVE stand for?
4. What does a CVE score of 10.0 mean?
5. Define the term exploit.
6. What is system hardening?
7. What is a hotfix?
8. What does UAC (User Account Control) do?
9. Explain the least privilege principle.
10. What does the 3-2-1 backup rule mean?
11. Give one example of something that is not a true backup.
12. Name one application that is a common attack vector.
13. What is threat modeling?
14. Give one example of an IoT device.
15. What tool is used to scan the internet for open devices?
16. Name one way you can secure IoT devices.
17. What is a system image backup?
