Name: _______________________________________________ Period: _______ Score: ______/10
Activity 3.2.1 - My IOT Threat Model
Goal: Apply Threat Modeling to a personal IoT device. For this exercise, you will be going through the Threat Modeling steps for your own device.
Instructions: Select a personal IoT device that you or your family owns and complete the questions below.
1. What is the IoT device name and type. Example: Roomba, robot vacuum
Device name: 
Device type: 
2. Explain why you have this product and its usefulness?


For Questions 3 and 4, research your product by searching your product name and “security” or “privacy.” Provide at least one link to an article about your product’s security issues.
3. How can this product be misused by an attacker?

4. How likely is this to happen?

Article link:
5. How bad are the consequences if you do not protect this product? Example: if a vendor is collecting data, how bad would it be if that data was published online?

6. What are the security actions you should take?

7. Conclusion: After reviewing the Threat Profile for this device, which option below describes your opinion of the product? Highlight your choice. 
· It is worth the effort to take the security actions.
· The threat risk is acceptable, I choose to use the product and not take the security actions.
· I choose to discard the product as it is not worth the threat or effort to protect against the threat.
